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Agenda

ÁAccelerating Incident Response with Open 
Source
īSleuth Kit

īAFF

īLucene

īOpen Protocols and Languages

ÁConsiderations when using Open Source

ÁCurrent and Future Initiatives
īOpenIOC

īGoogle Data API

īFree Tools

ÁQuestions?
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Accelerating IR: Sleuth Kit

ÁAbstraction Layer

īMount live volume or image with Sleuth Kit

īEnumerate files with walking functions and 
callbacks

īñOpenò individual files for reading and pass 
opaque ñhandlesò

īUse reading functions for hashing etc.

īUser can simply call into the engine that is 
Sleuth Kit

īNew versions of Sleuth Kit can be swapped in 
and out
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