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What PTK is about

ÅPTK forensics is a computer forensic framework based on command line tools in the SleuthKit 

to which many new software modules were added. Its mission is: Making open source forensic 

tools more usable and merging the opensource/free/and commercial tools in an effective way

ÅThanks to this approach, users can investigate a system much easier, without spending a big 

budget

ÅBorn as a free interface in order to improve the features already present in óAutopsy Forensic 

Browserô (the former TSK interface), PTK Forensic is now much more. Thus, in addition to 

providing the features present in the 'Autopsy Forensic Browser' it now implements numerous 

new essential forensic features.

Å

ÅPTK forensics is more than just a new graphic and highly professional interface based on Ajax 

and other advanced technologies; it offers many features such as analysis, search and 

management of complex digital investigation cases.

PTK Forensics is available in two versions: 

PTK Forensics free basic edition

PTK Forensics full version.
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PTK History

ÁThe first PTK Forensics version was released in May 2008 (and presented at the

DoD Cybercrime Conference in Jan 08).

ÁThanks to Sourceforge.net and the continuous interest in this project, we have

already registered 15811 downloads not to mention external mirrors.

ÁAccess to the official website http://ptk.dflabs.com is increasing constantly (more

than 50000 visits so far).

ÁWe presented the project at the DoD, DHS, Europol, interpol, NATO and it had a

huge success.
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PTK Forensics: reference

ÁGiven the success registered, the project was included in the SIFT (Sans

Investigative Forensic Toolkit) at its second major release.

ÁMalware Forensics: Investigating and Analyzing Malicious Code, 

By Cameron H. Malin, Eoghan Casey, James M. Aquilina

ÁSIFT Workstation 2.0: SANS Investigative Forensic Toolkit, 

By Russ McRee
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Where we Are: Free Vs Full

ÁStrategy: having a free version for ñbasicòpurposes and full version with

many enhancements and features.

ÁMethod: having 5 types of advanced features in the Full version

rather than the free version.

ÁThe full version is continuously updated, so when a new one is

added, the oldest one is added to the free version, excepting the new

indexing engine.

ÁResults: the full version will finance the development of the free version

ÁFree version users will have their software up to date.

ÁThe community will hopefully work on the free version, improving what has

been shifted down from the full one.
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PTK Forensics comparison

Features PTK Forensics Free PTK Forensics Full

Dedicated Technical Support - X

Evidence management X X

User management X X

Evidence integrity control X X

Indexing type base advanced

Indexing timeline X X

Indexing MD5 , SHA1 X X

Filetype indexing X X

Indexing keyword search X X

Job advanced management - X

Filter management based on file 

type or timestamp 
X X

Recursive visualization X X

Hex value interpreter - X

Tabular timeline X X
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PTK Forensics comparison

Features PTK Forensics Free PTK Forensics Full

Gallery section X X

Image details section X X

Data unit section X X

Bookmark management X X

Report section X (with limitation) X

Datacarving section (zero-storage) - X

Adding header and footer custom - X

Hashset section (know good/bad) - X

Plug-in section - X

Graphical timeline X X

Filter management based on 

macb time
X X

Keyword search section X X

Regular expression search X X

Pre-indexing Folder optimization - X
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Although it is FREEé

ÁPTK Forensics uses a centralized database for case management; thus, more

investigators can work simultaneously on the same case from different

computers.

ÁWith the Indexing Engine the administrator

can perform preliminary operations and this

result can be used by every investigator

associated with a case:

ÁTimeline generation

ÁFile categoryzation

ÁMD5, SHA1

ÁKeyword indexing
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Advanced Tabular Timeline (free version)

ÁWhy are timeline analysis/file timestamps so important?

ÁIt can be used by an investigator to gain insight of what happened and the

people involved: who was logged when event ñxòhappened?

ÁIt can be used to identify anomalies: how come we had 1000 failed logins after

working hours?

ÁIt can be used to 

reconstruct the 

sequence of events 
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Advanced Graphic Timeline (free version)

ÁThis is a graphic that shows the trend of each type of action (among the three of the

MAC time), distributed over the entire period or over the selected time interval.

ÁProvides a useful instrument in order to visualize peaks of

access/modification/creation to files.

ÁInvestigators can apply filters (i.e. show only modified event, accessed event or

created event).
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2009/10 New Features: Data Carving 
(currently full version only, will be the first to scale to the free version by 
the end of Q3)

PTK Forensics uses the technique called ñzerostorageò;

The tool uses Scalpel, which originally export on file system every file identified

during the data carving phase, using the ïp switch so just a reference is stored,

without allocating new disk space.

This modality enables users to run the data carving process without having to

allocate the physical space on the disk; saving instead, for every recognized

file, its own reference inside the disk (start sector and offset);
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2009/10 New Features: Data Carving 
(currently full version only)

Predefined file signature

Customized file signature


